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SD-WAN: A TECHNICAL TUTORIAL  
This document is a tutorial on SD-WAN technology and its evolution, written by Tom Nolle, president of CIMI Corporation.  
Copyright © 2018, CIMI Corporation, Voorhees NJ USA.  All Rights Reserved.  Reproduction, distribution, and use of this 
document must conform to this license of use statement below, with any exceptions or deviations explicitly authorized in writing 
or email by CIMI Corporation.    

License of use.  This document can be read, posted, and distributed freely in its current PDF form, providing it is not edited in any 
way, that a link to or email of it is accompanied by a statement attributing it to CIMI Corporation, and that the attribution 
include a link to CIMI Corporation’s website at http://www.cimicorp.com/.  In addition, the reference, distribution, posting, or 
other use cannot in any way imply any commercial endorsement by CIMI Corporation or Tom Nolle of a product, service, or 
vendor.  You may not distribute this document in printed form without our express consent.  You may not distribute it as part 
of a seminar, webinar, or other promotional event without our express consent.    

The material herein expresses views on the SD-WAN space that are the personal and professional opinions of Tom Nolle and CIMI 
Corporation as of the time of original publication.  We thank Dwight Linn, CEO at FAE Telecom Inc., for agreeing to proofread 
this tutorial, and for the aid of several enterprise network experts and network operator technical and marketing people who 
provided suggestions but didn’t want their names used.  No vendors were allowed to see this tutorial in development or make 
suggestions on the content.  We’ve taken all the edits and suggestions into account, but this is the work of Tom Nolle and CIMI 
Corporation.  No one has influenced the content or conclusions of this tutorial.  

 

Management Summary  
Software-Defined WAN (SD-WAN) is both the synthesis of and an evolution of a number of different 
technologies.  It combines some of the features of “tunneling” and “overlay networking” that have 
evolved in networks for over thirty years, with the recent idea of defining network services largely 
through software rather than by assembling specialized devices.  To most people, it’s an evolution of 
software-defined networking (SDN), and in fact most of the SD-WAN products today are based on 
principles established by early SDN implementations.  

All networks serve the basic mission of providing connectivity, the free exchange of information among 
the network service access points (NSAPs) that connect its users.  Connectivity is based on the concept 
of addressing, whereby NSAPs are assigned a unique address, and data that’s tagged with that address 
will be routed by the network to the NSAP it identifies.  Decades ago, it was realized that both Level 2 
and Level 3 (Ethernet and IP, respectively) networks could be used to create point-to-point “tunnels” or 
“virtual wires” that could then be used as the physical layer of yet another network.  This second, 
higher-level, network is usually called an “overlay” because it sits above a traditional network and uses 
that underlay network only for transport connectivity.  The real, or “logical” connections are created by 
the overlay.  

The notion of “software-defined” networking emerged as a way of adding agility to network devices and 
at the same time breaking the perceived proprietary lock-ins associated with traditional switching and 
routing.  In theory, a network is software-defined if its behavior can be altered through software.  That 
opens a very wide range of implementations, which is exactly what we saw when the concept of SDN 
was first introduced.  

Some SDN models, including the Open Network Foundation’s OpenFlow, provided a means of centrally 
controlling forwarding rules for each device in the network, something that many believed had major 

http://www.cimicorp.com/
http://www.cimicorp.com/
http://www.cimicorp.com/
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problems with scalability and availability.  Other models did nothing but apply policy control to current 
network protocols and devices.  The third approach, the one that we believe is the basis for much of the 
progress in networking today, is the overlay model.  

In many of the early applications of overlay networking, including those SDN applications, the overlay 
provided a way of creating an independent data center network for all the applications or tenants.  This 
overlay network’s destinations were not directly visible to the underlay network users; additional 
routing of the overlay network address was required.  SDN vendors focused on this data-center mission, 
and that’s where most of SDN is deployed today.  

The application of overlay technology in the WAN has emerged primarily to address a problem with 
enterprises’ own private networks, usually called “virtual private networks” or VPNs because they are 
built not on private trunks and routers but rather on a carrier service, usually IP and Multi-Protocol Label 
Switching or MPLS.  MPLS VPNs are usually associated with expensive Ethernet access services, and 
MPLS VPNs are expensive to deploy and maintain in terms of equipment and operations.  That combines 
to make them unsuitable for both small sites and for sites in areas of the world where highly developed 
business network services are not available.  

The Internet is available anywhere communications is available, and so if an overlay network could be 
created on top of the Internet, it could provide VPN services everywhere the Internet reaches.  It would 
lack the kind of quality of service that MPLS VPNs provide to major sites, though, and so the initial model 
for SD-WAN was one that overlaid the SD-WAN’s VPN service on top of not one network but two; MPLS 
VPN and the Internet.  This service model was the first phase of SD-WAN, and it’s the place to start our 
tutorial, but SD-WAN is much more, and we believe it will become the framework for full network 
virtualization, the “Network as a Service” everyone is waiting for.  

All overlay networks create their own connectivity rules, using lower-level networks only for transport.  
That lets overlay networks correct any feature problems that exist in those early, lower-layer, networks, 
without requiring that those networks be displaced.  Given the hundreds of billions of dollars in sunk 
costs, that’s essential.  

SD-WAN takes this preservation mission a step forward.  An SD-WAN is a network of subnets, just like all 
IP networks, and the protocols and handling and routing within each subnet can be left unchanged, 
which means all current devices still work.  The SD-WAN subnets are then linked onto an SD-WAN VPN, 
and within that VPN any useful set of policies, addressing rules, and handling rules can be applied.  The 
bigger the SD-WAN VPN, meaning the more network users and application components it touches, the 
broader the benefits SD-WAN can provide.  

SD-WAN is important for what it can do to extending VPNs everywhere, its “basic” mission as we 
describe it here.  In that mission, it’s an incredibly simple technology, and all SD-WAN vendors support 
the basic mission.  SD-WAN’s future, perhaps most vital, mission is a lot more complicated.  It could 
define network-as-a-service and a big part of the future of networking. That future mission is where 
SDWAN vendors separate.  If your SD-WAN needs face the future that we at CIMI Corporation see it, it’s 
that future mission that should define your SD-WAN procurements.  We talk about both the present 
and future missions here in this tutorial, but you’ll need to check with prospective vendors to see which 
vision they currently, or are committed to, support.  Your SD-WAN decision could shape your networking 
future; get it right.  
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A Little Background Music  
  

This tutorial is on SD-WAN technology, not on the general topic of networking.  To make it useful to most 
of those who really need it, we have to assume the reader has a basic understanding of IP networking 
and at least a nodding acquaintance with the notion of software-defined WANs.  Even some who do, 
though, might wonder how the whole SD-WAN thing got started, and so for those who are interested in a 
bit of philosophical history, we offer this tutorial section.  Those who want to dive right into SD-WAN 
should feel free to skip it!  

Broadband.  That’s what everything we see in networking is about, and what it all started with.  Twenty-
five years ago, the branch offices of businesses had perhaps a 56 kilobit per second of data bandwidth 
available to them.  A few headquarters sites might have 45 Mbps, but they could pay as much as ten 
thousand dollars per month for the connection.  Most had a 1.5 Mbps connection, perhaps two.  Today, 
that 1.5 Mbps wouldn’t even be considered “broadband”, and consumers can get the equivalent of two 
45 Mbps connections for less than a hundred dollars a month.  

Voice-band let us make calls; broadband lets us experience, and everyone quickly realized that the 
Internet and broadband could deliver thousands, millions, of different experiences.  Unfortunately, data 
connections of old not only were expensive and slow, they were designed for fixed connections.  Today, 
broadband access is truly a gateway, and the Internet and business networks (virtual private networks, 
or VPNs, based on Internet technology and the Internet Protocol or IP) must be able to provide uniform 
connectivity not from point to point, but to and from every point.  

IP exploded when the Internet did, supplanting older technologies like frame relay and asynchronous 
transfer mode (ATM), but IP really came about to support bursty, variable, communications between 
large sites.  Most Internet experts would admit that if the problem of today’s Internet were posed 
without an IP in place to solve it, the technologists would have come up with something else.  At the 
network level, that’s not an option today, with billions of devices in use that “speak” IP.  

The edge of the network is fixed by the limitations of the things that use it.  What’s inside could be 
changed, though.  As bandwidth continues to grow, and bandwidth demand does likewise, technologies 
that optimized capital investment in network equipment (network functions virtualization or NFV) and 
tried to do internal traffic management and bandwidth optimization differently (software-defined 
networking or SDN) came along.    

SDN and NFV and most of the advances we’ve seen in networking were aimed at reducing cost per bit, 
meaning the cost of bandwidth.  This focus is what’s allowed us to reduce the price of multi-megabit 
networking so much that consumers today can buy what a major corporation could literally not have 
obtained at any price just 25 years ago.  The quest for cheap bits first focused on optical networking, 
including “agile optics” to make connectivity more flexible, then on making the interior of IP networks 
cheaper, using those good-old SDN and NFV acronyms, along with white boxes and forwarding 
languages and all the rest.  We’ve made incredible progress in lowering the price of bits, and there will 
be more to come.  
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The problem is that cheap bandwidth and “experience networking” mean you must be able to deliver a 
lot of different experiences and do so cheaply.  Servers and hosting ended up being another bottleneck 
to getting to the optimum future network, and so the information technology gurus came up with the 
idea of creating pools of resources to be allocated dynamically to applications and services when 
needed.  This improves the efficiency of server hosting, the efficiency of experience creation.  It was 
called “virtualization”.  

With virtualization, an application isn’t assigned to a server but to a virtual or abstract entity.  
Developers can build their apps as though that entity was real, and operations people can talk about 
deployment of the entity the same way.  Underneath, though, that entity is abstract until that 
deployment happens, which means that where it’s put is the final step in the whole process.  

That collides with one of the most fundamental truths of IP networking, which is that an IP address 
defines a specific place in the network, a geographical and topological point.  It doesn’t define the 
identity or nature of what you put there.  If something abstract like a virtual game server gets deployed, 
it gets an address based on the “where” not the “what”.  If it breaks and has to be moved, the address 
must change.  There are ways to do that (URLs and DLS), but they have pitfalls, not the least of which is a 
potential significant interruption of service.  

The net of all of this is that virtualization, things like virtual machines (VMs), containers (Docker, for 
example) and the cloud (OpenStack, Amazon, Google, Microsoft, and more) have all complicated our old 
connection problems by making stuff that used to be “real” like a server into an abstraction that can be 
mapped to any convenient host, anywhere.  What good is addressing things to fixed locations in a world 
where nothing is really fixed, or ever likely to be again?  We need virtual networking to accommodate 
virtual resources.  

Virtualization in networking isn’t new, but it isn’t complete either.  We already know that the first step in 
creating an agile, user-and-experience-responsive, virtual network is to make it software-based, 
software-defined.  SDN does that inside the data center or deep in the transport network, and in the 
WAN and at the edge the solution is the Software-Defined WAN or SD-WAN.  

SD-WAN offers an accidental solution to the fundamental problem of making networks virtual, which is 
the resolution of that old “where it is versus what it is” problem.  It started off as a way of connecting 
remote offices cheaply, but the technical features needed to do that also created the first wide-area 
networking advance that separated addressing from network location.  Build an abstract layer of 
services on top of IP, with its own names and rules and policies, and map it to whatever network 
resources we have.  

SD-WAN may have started out to connect remote locations cheaply, but it’s going to be a lot more, and 
that’s why you need to understand it.  That’s why CIMI Corporation is offering this tutorial, as an open 
document that can be distributed freely under the license agreement on the front page.  Even today, SD-
WAN discussions focus too much on that very limited first mission of branch connectivity.  We think a 
lack of understanding of the technology’s real capabilities is the reason, and so we’re dedicating this 
document to building that understanding and helping SD-WAN reach a goal it’s uniquely qualified to 
support.    
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The “Basic Overlay” SD-WAN  
  

SD-WAN today is deployed in a very specific way, so let’s start our discussion by explaining that current, 
basic, approach, as shown in Figure 1.  The figure shows, on the left side, the traditional MPLS VPN.  
Since it’s expensive or impossible to use MPLS for all remote sites, SD-WAN creates a second network 
that we’ll call the “SD-WAN VPN” (the right side of the figure).  This VPN is based on the same IP address 
used by the company’s MPLS VPN, but the users aren’t directly connected to MPLS.  Instead, they are 
connected via the Internet to an “on-ramp” or hub that links the SD-WAN VPN and the “normal” MPLS 
VPN.  The SD-WAN VPN and the MPLS VPN combine to create the “Extended Company VPN”.  

Inside any SD-WAN VPN is one or more transport networks that provide the actual connectivity.  In 
nearly all cases in today’s market, the Internet is the transport network.  The SD-WAN VPN is created 
with a series of “SD-WAN nodes” that connect with each other via the Internet and provide SD-WAN 
VPN users with connectivity.  Within this community, inside these nodes, SD-WAN VPN routing and 
networking features apply.  We’ll keep making that point because it’s critical in understanding SD-WAN.  

The principle of routing in an SD-WAN VPN is almost identical to the way IP routing works overall.  Think 
of each SD-WAN node as creating a “subnet” on its user or port side (some vendors may support 
distributed subnets), representing the collection of users (human or otherwise) that are in the SD-WAN 
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address space and connected to that node.  The node itself also has an address on one or more underlay 
network services.  These addresses are only used by SD-WAN nodes to pass traffic to other SD-WAN 
nodes, not directly by SD-WAN VPN users.  

  
Look now at Figure 2.  When a data packet is sent by a user on the SD-WAN VPN, it first goes to the 
SDWAN node it’s connected with.  There are three possibilities at this point.  First, the address might be 
on the Internet, not part of the VPN at all.  This traffic would be passed through without further 
processing.  Second, the address might be on the MPLS VPN.  In that case, the traffic would be routed to 
the hub that connects the SD-WAN to the MPLS VPN, using the same mechanism described below.  

The third option is that the address is on the SD-WAN VPN.  In that case, the node will look up the 
SDWAN destination address in a table, and the table will provide the identity of the underlay network 
used to reach that destination and the address of the destination’s SD-WAN node.  The SD-WAN VPN 
source and destination addresses, and other information will be added as a header, along with the 
header and addresses for the underlay network, and the packet will be sent through the correct 
interface, to the address provided.  

In the basic SD-WAN model where an SD-WAN extends the MPLS VPN, most packets sent by SD-WAN  
VPN users will probably go to destinations on the MPLS VPN.  In this case, the packet is addressed to the  
MPLS VPN address of the user, which SD-WAN routing knows is accessible through an SD-WAN hub 
node.  The Internet address of that hub node is added, and the packet is dispatched over the Internet.  
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When it reaches the addressed hub, the Internet address is stripped off along with any other SD-WAN 
header data, and the packet is sent through the MPLS VPN to its destination.  

If the destination were on the SD-WAN VPN rather than on MPLS, the process is the same, except that 
the destination SD-WAN node would be the node to which the destination connects, not a hub.  Thus, 
within the SD-WAN VPN, the Internet connects SD-WAN nodes and the SD-WAN VPN connects the 
users/resources those nodes support.  

Different SD-WAN implementations use SD-WAN nodes differently.  There are various ways of 
“encapsulating” the original data packet within an SD-WAN envelope to allow it to be routed through 
the SD-WAN VPN, for example.  The encapsulation strategy used may be based on a tunneling standard 
already defined, or it may be based on a vendor’s own format.  

There are some efforts to provide standards for SD-WAN’s use of transport network interfaces and 
encapsulation.  In theory these could facilitate the interworking of SD-WAN nodes from different 
vendors, but CIMI Corporation believes there is little value to the effort.  SD-WAN features above the 
basic level are going to evolve very rapidly, and it is very unlikely any standards effort aimed at these 
higher-layer features would be ready in time to influence the market in any way.  

The goal of the basic SD-WAN implementation is to extend the company VPN, most often by using the 
Internet.  It’s also possible to replace the MPLS VPN completely and use SD-WAN to connect everything.  
Other options include using multiple ISPs for diverse routing, overlaying multiple MPLS VPNs where 
several different providers must be bridged to create unified connectivity, or all these combined.  These 
different configurations only extend the principles of the basic model, and this approach represents one 
thread of SD-WAN feature evolution we see in the market today.  

Today we have a market thread based on cost reduction and simplification.  MPLS VPNs are too 
expensive for small sites, often impossible for remote ones.  It’s been possible for decades to use various 
tunneling technologies to tie these small sites into a VPN, but the process is complex and so is managing 
a new “extended VPN” with perhaps a half-dozen or more different service providers involved.  

For tomorrow?  Simple MPLS VPN extension is valuable to some, but other applications of SD-WAN 
could be valuable, even revolutionary, to all.  What are the other threads in the SD-WAN markets to 
create that value, and how does the SD-WAN industry follow them?  We’ll see that in later sections of 
this tutorial.  

SD-WAN Addressing  
  

The basic model isn’t the only SD-WAN model, even in today’s market, but it may be the only one a 
prospective buyer knows about.  To understand the other approaches to SD-WAN, we need to start with 
the general notion of connectivity.  Everything in networking is built on top of “connectivity”, and 
connectivity means addressable users and resources, which in turn means addresses and address 
spaces.  A “network” always has an address space, a set of addresses it’s prepared to route among 
destinations.  The Internet is the foundation of IP addressing, and it defines both “public” and “private” 
IP addresses.  The former is assigned uniquely from the same address space (IPv4 or IPv6), which means 
that companies can receive a range of addresses, an address space, from the public set and use it for 
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their own networks.  Private IP addresses are assigned from a range of reserved addresses (defined for 
IPv4 in RFC 1918).  

When a private IP address is used, as it commonly is within a home network for example, a gateway 
device adds a new header that contains the private address to a data packet, then hands the packet to 
the network using the IP address of the gateway.  The destination routes the response back to the IP 
address it sees, which is the gateway address, and the gateway then strips off that address and uses the 
private address to reach the user.  

IP networks are actually networks of networks, starting with a “local subnetwork” or “subnet”.  Most IP 
networks are built up from a community of users or resources connected on a LAN.  This LAN allows all 
the members of the community “see” each other, and there are simple connection rules that apply 
within the community.  Every home network is an IP subnet, many multi-component applications deploy 
into data center subnets, and nearly all cloud applications run in subnets.  To get out of a subnet, to 
reach other users or resources, traffic passes through a gateway, which is a boundary between the 
simple subnetwork connection model to the broader IP model used in the Internet or in an MPLS VPN.  

This same principle is used for SD-WAN, whether public or private addresses are used.  Every SD-WAN 
consists of a series of SD-WAN subnets connected behind a node that acts as a gateway in providing 
access to things outside the subnet.  IP addressing “behind” or on the port side of this node isn’t 
impacted, so everything can connect as it always did.  When a packet must go outside that subnet, it 
goes through the gateway node and at that point enters the SD-WAN VPN.  The reverse happens when 
that packet exits.  We’ll say this often in this tutorial because it’s important: where an SD-WAN node 
goes, so goes the SD-WAN VPN.  

Everything doesn’t have to be on the SD-WAN VPN (there are benefits if they are, and we’ll get to that).  
The purpose of the SD-WAN VPN is to let users and resources that are not on the MPLS VPN exchange 
information with those that are.  The SD-WAN VPN address and routing work only within the SD-WAN 
VPN.  Within the SD-WAN VPN, traffic is routed based on an SD-WAN header, and SD-WAN nodes are 
connected over the Internet, using the IP address of the nodes not the users.    

As Figures 1 and 2 show, this means that while the SD-WAN VPN and the corporate VPN are connected 
by a hub node to create a “company VPN” or MPLS VPN, SD-WAN routing controls traffic in the former 
VPN, and it’s possible to add features to the SD-WAN VPN without changing how the MPLS VPN works.  
This allows SD-WAN connectivity features to evolve beyond those of normal IP networks, within the 
SDWAN VPN.  Outside that VPN, the old rules still apply.  

Whether public or private IP addresses are used, an SD-WAN VPN can use the corporate (MPLS) VPN 
address space (which itself can be public or private) or it can create a totally new address space.  Most 
SD-WAN implementations today will use the corporate VPN address space and will be designed to 
extend the VPN to sites that, for reasons of economy or availability, are not connected via MPLS.  

In this model (the basic model shown in Figure 1), MPLS VPN users communicate with each other as they 
always have, and SD-WAN VPN users connect to the corporate MPLS VPN via one or more “hub” SD-
WAN nodes.  These nodes manage the SD-WAN overlay header to ensure that data moving within the 
SD-WAN is properly addressed, and that SD-WAN header data is removed when data exits the SDWAN 
VPN for an MPLS VPN destination.  
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A likely future model for SD-WAN VPNs is the overlay model, in which the SD-WAN VPN expands to 
connect all users and resources, effectively becoming the company VPN.  The current MPLS VPN and the 
Internet then provide underlay or transport connectivity.  If the SD-WAN deployment replaces MPLS 
VPNs completely, the overlay model is mandatory. This model is more disruptive to deploy because 
every user and resource must connect to the SD-WAN VPN, but it also lets the SD-WAN manage all 
connectivity, independent of IP network rules.  We’ll talk more about the “extend” and “overlay” models 
in the next section.  

IP networking is constrained by the massive number of installed devices and IP-specific interfaces on 
laptops, phones, and servers.  SD-WAN is a new layer, sitting between those devices/users and existing 
IP networks.  That layer can adopt its own rules and offer its own features, as long as they are 
harmonized with traditional IP in the “port” or user direction, and the “trunk” or transport network 
direction.  As SD-WAN features evolve, and SD-WAN connectivity looks more and more like the long-
awaited “network as a service” or NaaS, it is likely that the overlay SD-WAN model will become more 
popular, and perhaps even universal.    
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SD-WAN Topology, Nodes, and Models  
  

As we’ve noted in prior sections, an SD-WAN is created by what we’re calling (generally) “SD-WAN 
nodes”.  These are real or virtual network devices, and like all network devices they are deployed in a 
cooperative relationship.  The way the nodes relate to each other, to the SD-WAN VPN, and to the 
underlay networks, depends on the specific implementation.  We’ll call the nodal structure and 
relationships the “topology” of the SD-WAN.  Figure 3 outlines the high-level options.  

The first of our deployment models is the “extend” model where the corporate VPN is the sum of the 
connectivity provided by the SD-WAN VPN and a corporate MPLS VPN.  In the “overlay” model the 
SDWAN VPN provides all the connectivity, so both Internet and MPLS VPNs (where used) provide only 
transport services.  

There are three broad classes of possible SD-WAN nodes, and the way these classes are used (or if 
they’re used at all) determines the topology options:  

1. Edge Nodes.  An SD-WAN edge node is deployed at a point where users or resources connect to 
the SD-WAN VPN, so they have a “port” direction of connection.  Each edge node also has one 
or more “trunk” connections to the transport networks that are used to reach other locations.  
Every SD-WAN will have edge nodes, but users on the MPLS VPN may not have their own edge 
nodes; they may enter directly.  If an SD-WAN is used as an alternative to MPLS, then all users 
and resources will be connected to an edge node.  That is also the case if the SD-WAN overlays 
both the Internet and the MPLS VPN.  

2. Hubs.  Some SD-WAN implementations will have SD-WAN nodes whose role is to connect the 
SD-WAN VPN across multiple underlay transport networks.  Edge nodes could also serve this 
mission, but a hub would be designed explicitly for the function of cross-connecting the MPLS 
VPN with the SD-WAN VPN.  

3. Gateways.  A gateway could be viewed as a special class of hub node.  Its purpose is to provide a 
connection between the SD-WAN VPN and the Internet, where there is a need to funnel all 
Internet connectivity through a specific interface rather than to allow it to be passed directly 
from each edge node.  This might be a requirement for security/compliance, particularly if some 
ISPs serving SD-WAN locations were deemed to be insecure.  

In the “extend” model, the SD-WAN edge nodes are used to provide SD-WAN VPN connectivity where 
the MPLS VPN doesn’t connect.  The two VPNs share an address space and collectively create the 
enterprise VPN.  In an overlay model, SD-WAN edge nodes are used everywhere to provide connectivity.   
The Internet and any MPLS VPNs or other network services are inside, acting only as transit networks.  
The SD-WAN VPN completely controls connectivity.  A gateway node could still be used to connect 
remote users/resources, such as cloud-connected users.  
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The important point here is that the SD-WAN VPN is created by SD-WAN nodes, which encapsulate 
traffic in an SD-WAN header on entry and remove the header at exit.  Every connection made in or 
through the SD-WAN VPN must pass through a node that serves as the “on-ramp”, where 
header/address data is added for transport routing and where SD-WAN features are provided.  Each 
must also then pass through another node, an “off-ramp” where the headers are removed, and normal 
IP routing behavior will then apply.  Where SD-WAN nodes go, so goes the SD-WAN VPN, and that’s 
important to remember when you consider applications in the cloud.  

Please view the node types we’ve provided above as the functional view of SD-WAN nodes.  Vendors 
may or may not call their nodes what we call them here, and in fact some may offer all the features we 
describe within a single node type.  The point is that an SD-WAN VPN has several different “node roles”, 
and vendors will provide nodes (in device or software form) that fulfill those roles.  And remember, if 
you can put an SD-WAN node somewhere, the SD-WAN VPN goes with it.  

An important point here is that the SD-WAN VPN can provide features to support connectivity that an 
MPLS VPN or an IP network in general does not provide.  We’ll talk about some of these features in a 
later section.  For now, remember that one key difference between the “extend” and “overlay” models 
of SD-WAN VPN is that in the latter SD-WAN features and practices control connectivity throughout 
the enterprise, and in the former extend-modeled SD-WAN VPN, those features are limited to SD-WAN 
connected users.    
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Extending the SD-WAN to the Cloud  
  

The basic model just described is fine for basic VPN connectivity among business sites, but it has a 
problem when some of the connections you need are inside a public cloud provider.  It’s expensive and 
difficult—sometimes impossible—to link a corporate MPLS VPN to a cloud provider.  Generally, you 
can’t put SD-WAN boxes inside someone else’s data centers either, so what’s needed is something that 
can provide SD-WAN node functionality in software form—an SD-WAN Agent that acts as an SD-WAN 
node to add a cloud process to an SD-WAN VPN.  Figure 4 describes the basic approach.  

Extending SD-WAN to the cloud is simple.  Remember from prior sections that an SD-WAN VPN is a 
network of SD-WAN subnets and nodes, which means that anywhere you can put an SD-WAN node 
that’s connected to the Internet (or whatever the SD-WAN VPN transport network options are), that 
node can join the SD-WAN VPN.  Put a node in the cloud, which means hosting an SD-WAN node agent 
component there, and you’ve got cloud support.  How that works exactly will depend on the way the 
cloud components are addressed.  

Public cloud services will assign IP addresses to the components/applications they host.  These can be 
from a private IP address pool, a public set of IP addresses assigned by the cloud provider, or perhaps 
even from a public address pool owned by the customer; it depends on the cloud provider.  Changes in 
deployment can result in changes in the IP address, which may be handled through a cloud-provider DNS 
or “elastic” IP addresses that follow redeployments.  No matter how cloud connectivity is provided, you 
can still visualize a set of cloud components that can address each other inside the cloud as a “subnet” 
and adding an SD-WAN node to that subnet joins it to the SD-WAN VPN.  

The goal of basic SD-WAN cloud support is to create within the public cloud, an SD-WAN subnet 
controlled by an SD-WAN node hosted in the cloud.  The resulting subnet is joined with the SD-WAN 
VPN and in all respects becomes a member of the enterprise VPN that overlays the SD-WAN.  SD-WAN 
routing, logical addressing, policies, and so forth then apply as they would to a branch office.  

The exact capabilities of this subnet vary significantly by implementation, but the minimal feature set 
establishes a collection of cloud-local elements under the control of an SD-WAN node.  This makes the 
components hosted within that collection appear as members of the SD-WAN VPN.  There can be an 
SDWAN “cloud subnet” for as many clouds as needed, including premises clouds, but the basic features 
for cloud support limit the value of SD-WAN in complex configurations.  

As the figure illustrates, a subnet within the cloud, and with an SD-WAN node, becomes a member of 
the SD-WAN VPN in the same way that a branch office would.  Interior-to-the-subnet in-cloud traffic 
isn’t impacted, but the traffic that exits that subnet for connection to users or applications elsewhere 
will now pass through the SD-WAN node into the SD-WAN VPN.  

The biggest problem that basic SD-WAN cloud support faces is the elasticity of cloud resources, a benefit 
cloud users rely on.  “Elasticity” means failover across hybrid and multi-cloud configurations, as well as 
scaling in the same dimensions.  You need to be able to redeploy components and scale without losing 
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that external connectivity.  All this implies considerable direct virtualization support, something most 
SD-WAN vendors do not offer.  

Another problem is the variability of cloud services.  The old days of nothing-but-IaaS are gone; we now 
have platforms, containers, functions/microservices/lambdas, web services, and more.  Complex cloud 
services have complex addressing requirements, and since SD-WAN vendor implementations vary, it’s 
important to check to see exactly what form of cloud support a given SD-WAN solution provides.  

You are probably not surprised to hear that while cloud extensions to SD-WAN are the most common of 
the features beyond the basic model of Figure 1, they are also the most variable in terms of how they’re 
implemented.  It is very important to understand what your prospective SD-WAN provides for cloud 
connectivity, and what specific public clouds they can provide reference architectures or use cases for.  

The cloud, of course, leads to the broader (and even more complicated) question of supporting 
virtualized infrastructure.  We’ll get to the way SD-WAN could fully support the virtual world in a later 
section.  
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What’s “Logical Networking?”  
  

The short answer is “everything” if you believe (as we at CIMI Corporation do) in the future of SD-WAN 
as the best hope for network-as-a-service (NaaS).  It’s also the key to expanding SD-WAN beyond the 
basic branch and basic cloud support we’ve already discussed.  Logical networking isn’t about IP or 
Ethernet or any of the stuff we see in physical networks.  It’s about users and applications, resources 
and resource consumers.  It tries to get all the technical stuff, the things important in networking today, 
out of the way.  Isn’t that what networking is supposed to be like?  

The idea behind logical networking is that since SD-WAN creates a VPN and its own rules for routing, 
why not give it true what-it-is-where-it-is independence, something that IP networks have been 
shooting for almost from the first.  Today, addresses get packets to a location.  In the future, with logical 
networking, packets can be routed to an identity, a specific user or resource.  SD-WAN figures out the 
details.  

Addresses are inconvenient to use, which is why we use URLs, which are something like real names.  
Logical networking can take URLs further, making them real names with all the properties of naming 
resources and users that we’d find convenient.  Foremost among those useful properties is the notion of 
hierarchical naming.  Instead of having some arbitrarily assigned IP address as the way a user or 
resource is known, why not “Bill of Accounting” or “Sally in New Orleans”.  For resources, something like 
“CRM” or “Payroll in Personnel” would be nice.  It would be helpful to have multiple layers of hierarchy, 
so you could have “Sally in Accounting in New Orleans”.  See Figure 5 for details.  

There are a lot of ways of making hierarchical naming work, more than we could discuss here without 
getting into specific SD-WAN vendors and implementations.  Instead of talking about the “how”, we’ll 
look instead at the features, beyond the essential one of hierarchical naming, that might be available 
now or in the future.  

One we’ve hinted at is the notion of “roles” for users and “classes” for resources.  A worker might be 
assigned one or more roles, and a resource (an application or database that’s accessible online) might be 
associated with one or more classes.  If policies can relate roles to classes, they can define how a group 
of users can access a set of resources.  Is the exchange allowed or barred, high priority or low, encrypted 
or plain-text?  Roles and classes, either as part of the hierarchical name or as a feature of a name or 
even part of a name, can form the foundation of security and compliance for SD-WAN.  

Another thing SD-WANs could or do offer is registration in some form.  Registration means assigning a 
logical name to the entity it belongs with.  You could make the assignment based on something static, 
like the MAC address of a device, you could parameterize it in as part of application deployment, you 
could have an authentication dialog provide it…you get the picture.  The more flexible the registration 
options are, the more valuable hierarchical naming is, and the closer you come to true logical 
networking.  

Continuing our advance into more improved features, consider that a logical name could let a user’s 
privileges follow them as they move from their office/cubicle computer system to a phone/tablet, to a 
home computer.  More significant, an application’s logical name could follow it as it gets redeployed 
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during a failure.  For scaling, logical names could be associated with whether an application/component 
was scalable under load, and even provide or integrate with load balancing among instances.  

If we combine these features with session awareness (some vendors will call this “flow-awareness” or 
“first-packet” flow identification) meaning the ability of the SD-WAN to recognize a connection 
relationship between parties (users and applications, for example), we can go even further.  Sessions 
could be policy-managed, permitted or blocked by policy depending on the nature of the application and 
the identity or role of the user.  Sessions could be assigned a priority, and they could even be routed 
differently depending on priority.  That routing difference might involve selecting a different ISP, a 
different hub “on-ramp” to the MPLS VPN, etc.  Finally, if a session is known to the SDWAN VPN, its 
health can also be known.  That means that a session could be rerouted if the primary path fails.  
Obviously, this works best if there are diverse connection options available rather than just routing 
options within the same ISP.  

All these features create a connection service that is based on identity not location, that uses available 
transport resources optimally, that can support redeployment and scaling.  That’s the transformation 
that gets SD-WAN logical networking to NaaS.  Remember, though, that logical networking features are 
more likely to be private to your company versus shared with an MSP, for security and compliance 
reasons.  Be sure that you can separate their management to avoid issues.  

    
Securing SD-WAN  
  

Security is one of the many topics in networking where hype has obscured at least some of the basic 
truths.  The goal of security is simple; keep access to applications and data restricted to those who are 
entitled.  In the real world, we’ve tended to divide this goal into two pieces—the protection against 
outside hackers (security) and the restriction of confidential information even inside the company 
(compliance, governance).  

Outsider protection, the “real” security, is also multifaceted.  There’s intercept security, designed to 
protect information in transit on the network, access security that limits the ability to connect with 
applications and resources, and protection against denial-of-service attacks created by floods of traffic 
directed at a given NSAP.  

One of the things that makes security such a problem today is the fact that an IP address isn’t a 
definitive indicator of what/who something is.  Most users are assigned IP addresses from a pool, and 
they change on a regular basis.  In addition, the Internet doesn’t enforce the accuracy of a “source 
address”, so you can’t really be sure whether even the IP address on a given packet is authentic.  The 
nice thing about SD-WAN is that it can enforce rules of its own, including the reliable association of IP 
addresses with users and resources via logical naming.  That facilitates writing connection policies that 
add considerably to the security, at least within the SD-WAN VPN.  

Everything isn’t on the SD-WAN VPN, of course.  Outside users on the Internet aren’t on it, and neither 
are users who, in the basic model of using SD-WAN to extend the company VPN, are already connected 
by MPLS VPNs.  Traffic that doesn’t go through SD-WAN nodes cannot inherit SD-WAN security features, 
and some external and traditional security tools may still be required.  
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Traditional security mechanisms like firewalls and encryption can still work within the SD-WAN, as long 
as the SD-WAN header itself is not impacted.  That means that these tools should be installed in the 
SDWAN subnets, outside the SD-WAN circle of nodes.  In most cases, firewall tools will not pose a 
problem, nor will end-to-end HTTPs-type security, which encrypts the data payload.  Check with each 
prospective SD-WAN vendor to be sure that current security tools will work, and to find the best place to 
connect them.  

The most important thing to remember about SD-WAN security is that the SD-WAN VPN can itself be a 
big step forward in security in its broadest sense, meaning both outside and worker (compliance) access.  
Remember that the whole purpose of those early overlay SDN strategies was to provide tenant isolation 
in cloud data centers.  A good SD-WAN creates a single-tenant network (with you the buyer as the 
tenant), and the resources and users on the SD-WAN VPN are not directly visible on any of the underlay 
networks.  SD-WAN routing could also, in theory, limit the Internet access of internal users, or limit the 
ability of Internet users to access company resources.  Thus, it’s wise to understand exactly what 
security features an SD-WAN can provide and integrate them into your security planning.  

The same is true for compliance/governance of internal access to resources.  SD-WAN routing could 
offer some access policy control for all resources, providing that the SD-WAN maintains complete 
routing tables for internal resource destinations.  A user, or a group of users who have common 
application access needs, can be connected to what they need while the rest of the company simply has 
no route to get to them.  

Remember that doesn’t mean that SD-WAN directly secures you against everything.  SD-WAN VPNs 
are VPNs, and in most VPNs there’s a gateway mechanism to allow for Internet access.  Intruders can 
still enter through that gateway and access any resources that are “public” meaning that they are 
intended to be exposed to online use.  Today, many companies keep their web servers outside their 
VPNs, connecting the two through a “demilitarized zone” or DMZ to keep the company’s public world 
and private world separate.  You may still need to do that.  

Also remember that in many SD-WAN configurations (most as deployed today), SD-WAN VPNs extend 
the corporate MPLS VPN, and so MPLS VPN traffic may not go through any SD-WAN node.  If there is no 
universal overlay, as there would be if everything connected via an SD-WAN node, then full control over 
security and compliance has to come from outside the SD-WAN. Thus, policy controls over connections 
would not be available to the “extend” applications of SD-WAN.  A full overlay implementation could 
control access everywhere.  

Mixing security mechanisms can lead to confusion, and this is particularly true when SD-WAN is 
extended into the cloud.  In most cases, cloud-hosted resources will enter the SD-WAN VPN via a cloud 
agent process or an SD-WAN gateway.  This means they can be secured and have access control 
augmented by SD-WAN features.  Because “normal” MPLS VPN sites may not be connected through an 
SD-WAN node, access control at the user point of connection won’t be provided by SD-WAN.  If you 
want SD-Wan access control and security for cloud-hosted resources, you’d need to have an 
implementation that let you control “incoming” connections from any source.  Even then, you won’t get 
the same of logical control as you’d have if everyone was on an SD-WAN overlay VPN directly.  

The best strategy for SD-WAN security is to start by using every tool that the SD-WAN can offer to secure 
information, users, resources, etc.  Where that’s not enough, build out additional security layers, always 
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being mindful of where you put them in the SD-WAN configuration.  Traditional tools will work outside 
the SD-WAN VPN, but many won’t work within it because of the additional layer of networking the SD-
WAN VPN creates.  

  

SD-WAN Features for Virtualization  
  

The need to support access to public cloud resources (applications, components, and databases) can be 
provided at a basic level by SD-WAN VPNs as described in an earlier section (see Figure 1).  That doesn’t 
mean that everything needed to optimize the value of the cloud is a simple matter of adding a cloud 
hostable SD-WAN edge node.  The cloud is one of a widening range of virtualization technologies most 
users will need to accommodate eventually.  Even just using the cloud optimally will require 
accommodations at the network level.  SD-WAN VPNs can help with both.  

Virtualization is a strategy that abstracts function from function implementation.  From “above” (usually 
the user side), something “virtual” looks like a traditional resource or infrastructure element.  It’s really a 
model or abstraction that is mapped to (implemented on) a specific combination of resources, including 
devices, servers, software, etc.  

A virtual deployment is usually done by creating a subnetwork into which the components of an 
application are then connected.  This subnet, like all subnets, is reached from the outside through a 
gateway, and the gateway then is the on-ramp to the abstract application “black box” that users see.  
When something inside the box breaks or is overloaded, virtualization would permit a replacement or 
additional instances (scaling).  

The problem that virtualization creates is that everything in networks requires a connection, and if an 
abstract function is redeployed differently or scaled, then reaching the new piece of the functional 
puzzle will require connectivity.  You really need fully virtualized networks to support fully virtualized 
infrastructure.  

Redeployment or scaling doesn’t change what something is, but it sure changes the “where” side.  There 
are a number of ways that you can reconnect things after a redeployment or scaling to reflect the new 
locations of applications/components, but they all involve a number of steps and may require some 
form of automation (DevOps scripts, zero-touch automation) to complete often without errors.  These 
problems come about, as we’ve already noted, because in traditional IP networks, an address identifies 
where something is, not what it is.  Move the “something” and you change the address.  

An SD-WAN VPN doesn’t have to follow the rules of traditional networks.  It’s possible for an SD-WAN to 
provide true logical networking, where both users and resources have an “identity” that is used to map 
traffic to that user/resource to its current location.  See our section on “What is Logical Networking” 
earlier in this tutorial.  Logical networking not only addresses the challenges of virtualization and 
networking, it also addresses the growing challenge of mobile users/workers and can even improve 
security and compliance.  

Logical networking features offered by SD-WAN can at least influence if not control the traffic that 
moves at least in part through the SD-WAN VPN.  It can’t do anything with traffic that’s carried totally 
outside that VPN, which is one reason why the SD-WAN VPN to the “overlay” model where everything 
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connects through the SD-WAN VPN may be very valuable even for businesses who retain MPLS VPNs for 
some of their sites.  

There are a number of virtualization-related features that might be offered in an SD-WAN 
implementation; check with your supplier to find out exactly which of these are provided.  

1. Container networking support.  SD-WANs could treat container subnetworks the same way as 
cloud subnetworks, and this could enable an SD-WAN to control traffic inside multi-component 
container deployments and access to exposed (public) container addresses.  It’s not necessary 
for SD-WAN to be used to network among containers that are not exposed as user resources, 
only to be used for those addresses that are exposed for external use.  This can be easier if 
container orchestration integration is provided by the vendor.  

2. Specific failover support.  Failover requires that the replacement resource be addressed by 
users, which either involves DNS updating or the use of a logical, location-independent, address.  
Many public and private cloud, container, and virtualization resources include some failover 
support, so if you plan to use failover features of an SD-WAN, be sure they’ll work with the 
virtualization tools you’re employing.  

3. Scaling and load-balancing.  A few SD-WANs will provide for load-balancing to distribute work 
to multiple instances of a component, and manage the process of connecting new instances 
during scale-out and removing them during scale-in.  Again, you’ll need to understand how this 
feature works for your specific virtualization/deployment model.  

4. Hybrid and multi-cloud.  Hybrid cloud and multi-cloud configurations complicate virtualization 
support because the address management and orchestration capabilities are usually at least 
slightly different among cloud providers and on the premises.  It’s easier to control these issues 
in hybrid cloud configurations with one public cloud partner, but with multi-cloud it may be 
difficult to harmonize on a common approach.  It may be necessary to shift from a cloud 
provider tool for orchestration and address management during fail-over or scaling, to deploying 
your own approach in the cloud.  Consult with SD-WAN vendors on this; some already offer 
good multi-cloud integration.  

There’s some market movement among data-center SDN players to extend their networks to the branch, 
offering a single network model for both the data center LAN and the WAN.  This has some utility for 
private cloud and container deployments, but it’s not likely to be valuable in the public cloud.  An SD-
WAN implementation that covered both cloud and data center is possible and wouldn’t require SDN 
deployments.  

If ever there was an area where close examination of SD-WAN vendors’ capabilities is critical, 
virtualization support is that area.  Very few enterprises will avoid a significant commitment to 
virtualization, hybrid cloud, and multi-cloud in the future.  Likely none will avoid container use.  That 
means that whatever SD-WAN strategy you adopt will need, at some point, to support all the 
virtualization options on the market.    

A parallel truth is that if ever there was an area where vendor implementations of SD-WAN vary widely 
in capabilities, it’s support for virtualization.  This is an area where you’ll need to look very carefully at 
the features and plans of prospective SD-WAN sources.  Otherwise your current SD-WAN choice could 



SD-WAN: A Technical Tutorial                                                                                                                                                                         Page 21  

impact your ability to adopt what might well be the most important tool in application deployment and 
data center efficiency.  

  

  

SD-WAN Management  
  

SD-WAN nodes are network elements, and every network element needs to be managed.  Most will 
require parameterization, policy control statements, and all will have to be able to report its health in 
the form of operating status and parameters needed to measure behavior against a service-level 
agreement (SLA).  Thus, you can expect that SD-WAN implementations will offer a per-node 
management connection to a management console, and the console is likely to expose management 
APIs for integration (see the next session).  Some per-node management APIs may also be offered.  See 
Figure 6.  

Depending on how SD-WAN is sold, the management properties may either be exposed to the user 
directly or “subducted” into a service provider relationship.  Products directly sold to enterprises are 
usually expected to be managed by the buyer, but service providers (including managed service 
providers or MSPs) and integrators or resellers may also provide management services to their buyers.  
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SD-WAN services sold by network operators (telcos, cable companies) and managed service providers 
(MSPs) are normally sold as managed services, meaning that the supplier takes on the responsibility for 
maintaining the operation of the SD-WAN VPN and meeting some specific service-level agreement (SLA) 
set by your service contract.  Where this is the case, it’s important to know just what management 
features are still available to you as the user of the service, particularly if the SD-WAN product offers 
advanced features for logical names and policy management of connection relationships.  Going through 
a third party for these features could be inconvenient, and in some cases even create compliance issues.  

Whatever the source of management, a good SD-WAN management system would be a software 
element, capable of being hosted anywhere within the SD-WAN VPN.  It should also be capable of being 
deployed in a redundant configuration and be capable of being redeployed with minimal disruption.  
Scalability, the ability to spawn instances to accommodate load, could be helpful in some situations 
where the SD-WAN offers more logical networking features.  As noted below, it is also important that 
management features be partitioned by class of user to allow MSPs/CSPs to manage aspects of the SD-
WAN VPN leaving the rest to the customer.  

In most cases, SD-WAN vendors will offer one or more Application Program Interface (API) connections 
to which external applications or management systems, usually part of the enterprise network 
operations center (NOC) can attach.  These management APIs will always provide basic management 
information, but they often do not allow the external system to control all the policies and configuration 
parameters of the SD-WAN.   

SD-WAN nodes can also provide an exceptionally good place to monitor services overall.  The SD-WAN 
nodes can see both the port-side connections to users and the trunk-side connections to network 
services.  They will have specific knowledge of interface health to the extent that the transport network 
connections report it, and they can even do end-to-end telemetry to assess that state of connectivity.  If 
the SD-WAN implementation is session-aware, even user/application workflows may be monitored.  

Some implementations of SD-WAN might also be able to provide “hierarchical management” based on a 
hierarchical set of logical names, enabling users or agents to tell how well everyone in a given branch 
office, job class/role, or application type is connecting.  If specific QoS classes are supported by the 
implementation, those classes could also be managed collectively.  In all cases, an SD-WAN offers 
potential for shared management visibility between user and MSP, making it important for SLA 
enforcement.  Features in this area will vary widely, so check with your vendor to see how their offering 
works.  

Management visibility could be another reason to extend the SD-WAN VPN from an extension model to 
an overlay model.  The most critical sites and resources a company has online are usually connected via 
MPLS VPNs, and those resources don’t typically enter the network via SD-WAN, which means that they 
are invisible unless they have a relationship with an SD-WAN VPN user our resource.  For MSP  
applications, total visibility is better than partial visibility, and so the management aspects of SD-WAN 
could well promote a more advanced SD-WAN model even without significant demand pressure from 
virtualization or mobility.  

The visibility issue is particularly important to those selling SD-WAN as a managed service.  The MSP or 
network operator who sells SD-WAN won’t get uniform visibility of all business traffic or endpoints if the 
SD-WAN VPN doesn’t overlay everything, connect everything.  If this channel dominates advanced 
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SDWAN features and sales, then that universal management story might be the deciding factor in how 
quickly SD-WAN moves from the basic extension model of today to an overlay model.  Management is 
important, so take great care assessing the management features and directions before you buy.  

  

Integration of SD-WAN: Architectures and APIs  
  

There are three kinds of API data that might be available through the SD-WAN, in most cases from the 
management center, as shown in Figure 7:  

1. Management data, which would likely include the health of each node and the health of the port 
and trunk (transit network) interface(s) for each node.  Some SD-WAN products will also make 
the health of sessions or connection relationships available.  The latter might be per-node, per 
session/connection, or both.  Routing table data, meaning the association between a node and 
the available user/resources there, as well as trunk/transit routing information is also normally 
available.  

2. Logical name data, which would be the logical names assigned to users and resources, and the 
associated address information.  This may also include information on the user’s role (as part of a 
hierarchical name, for example), the classification of the resource (also perhaps part of the 
hierarchical name), and perhaps the identification of connection policies.  
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3. Policy data, which would contain all the policies that govern information movement, as well as 
policies relating to registration, etc.  This will be highly variable depending on the  
implementation, but policies can control routing of information, fail-over and scaling (including load 
balancing), and alternate routing and QoS information.  

The number of APIs that might be used for this could also vary; some vendors might expose everything 
through a common API and others might have different APIs for different data types.  Check with the 
vendor for the specifics, including the kind of API used and the programming rules to attach to it.  

Might applications want to draw on SD-WAN’s knowledge of users and resources?  Might they want to 
be able to directly access the SD-WAN hierarchy of logical names?  We think that is very likely, and even 
more likely that the SD-WAN’s naming/addressing tools will need to be coordinated with other sources 
of name/address resources already in use.  Orchestration, for example, would require re-registering the 
addresses associated with logical names.  Depending on the nature of the SD-WAN implementation, this 
might take place automatically, and some SD-WANs may also be able to integrate directly with the 
orchestration tools to provide “SDN” services.  

There will almost always be an option to develop a software component to integrate an SD-WAN API 
data set with other applications.  In some cases, the SD-WAN vendor may anticipate the need for certain 
kinds of integration and provide a custom interface or custom tool to provide it.  Look for features to 
integrate the SD-WAN with orchestration tools like Kubernetes, with cloud provider tools, and with 
applications that provide API directories that may have to be synchronized with resource names in the 
SD-WAN’s logical name system.  

Specific IP network tools like DNS and DHCP might be supported through vendor-provided integration 
too.  DHCP services are usually provided by a function or server that operates within an “IP subnet”, a 
LAN-connected community of users or data center resources.  The DHCP server works from a range of 
subnet addresses, and anyone or anything that sends to a member of its community directs the traffic to 
a “default gateway” that’s an onramp to that subnet.  This gateway also serves as the exit point from the 
subnet for all traffic.  If SD-WAN VPNs provide port-side registration, then the registration function could 
integrate with DHCP, either providing the address to the user/resource, or recording the address given.  

DNS services are deployed hierarchically in most cases, meaning that a company will provide DNS 
services for its own URLs, and that service will pass requests for outside URLs up a hierarchy until the 
address can be resolved.  This is a step necessary to get an IP address; the URLs themselves are not used 
to route traffic.  Logical names might also be stored in a DNS server, and the SD-WAN logical name 
feature could be used to   

Any DNS or DHCP services that are connected to the LAN that serves as a user or data center on-ramp to 
the VPN will still be accessible with SD-WAN connectivity.  If either DHCP or DNS services are “deeper”, 
meaning off the LAN and beyond the default gateway, then they’ll have to be addressable to the SDWAN 
node-connected users.  If you are using SD-WAN in an MPLS-VPN extension mode, that typically doesn’t 
require any changes since those servers are probably on the corporate MPLS VPN.  If you are using an 
overlay SD-WAN model to which everything must connect, then you’ll need to make sure that your 
DNS/DHCP services are also connected onto the SD-WAN VPN.  

Note that DNS and DHCP requests are control packets, which means they don’t have an explicit IP 
address.  The way control packets are handled by SD-WAN nodes is an important thing you’ll need to ask 
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your vendor.  Ideally, and likely universally in the future, SD-WAN implementations will provide for the 
explicit steering of control packets to a specific underlay network.  Some may also provide for things like 
extended subnets, what are normally Level 2 domains can be spread across an enterprise, or even the 
cloud.  This capability will require some form of address assignment mediation, and there may be a 
benefit to special handling of traffic routed within a subnet, if it’s not geographically confined.  Again, 
check with your vendor.  

The key evolutionary or strategic point regarding the logical networking evolution of SD-WAN is that, as 
SD-WAN becomes a true NaaS framework, its own user, resource, and address mappings become a 
logical source of the same kind of information normally provided by DHCP and DNS.  We could presume 
that every user and resource on some future SD-WAN had an “internal URL” that represented its logical 
identity.  Registration, as described earlier, would associate a user with both an internal URL and an 
SDWAN VPN address.  Registration could serve as the basis for exporting via API the DHCP functionality 
inherent the SD-WAN, as well as an internal source of addresses.  

If you combine the registration and security features of SD-WAN with integration APIs and internally 
created DNS and DHCP, you can see how SD-WAN could revolutionize application access control.  If 
users are explicitly known and registered on connection, and if application APIs are similarly known and 
registered, it would be easy to set policies regarding the ability of users to connect to applications, and 
to define QoS priorities for those users entitled to connect.  In theory, even web users could be assigned 
to “roles” that were then associated with application and access controls.  

Perhaps the most important aspect of SD-WAN integration, and the most important mission for APIs, is 
the integration of SD-WAN with orchestration tools designed for deployment and redeployment of 
virtual machines and containers, and with service discovery tools like API brokers and managers.  In a 
virtual world, we may always know what we want, but not always know where it is.  SD-WAN, if it 
recognizes logical identity and maintains a link between it and SD-WAN VPN addresses, would always be 
able to supply the “where” to any “what”.  

API features are highly variable among the community of SD-WAN vendors, so add API exploration to 
your list of considerations.  Remember that without proper API support it will be difficult to harmonize 
SD-WAN features relating to naming, addressing, and management with application tools that integrate 
workflows, orchestrate deployments, or manage access controls.  You can’t have too many API features.  

    
A Summary of Important SD-WAN Features  
  

We’ve made many comments on SD-WAN and its optimum features and directions.  In past CIMI  
Corporation blogs and reports, we defined a set of what we believe are the critical features to look for in 
SD-WAN implementations.  We’ll look at each of them in this section, referring you to earlier sections 
where the material has already been covered, and providing an explanation of implementation and 
value where the feature has not already been mentioned.  

1. Session awareness.  This feature may have a variety of names depending on the 
implementation, but they all converge on recognizing a persistent relationship between 
network users/resources.  Apart from IoT events, everything in application networking is 
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a transactional, contextual, stream of messages.  In terms of traditional data 
networking, this is called a session, and sessions are relationships between transacting 
parties that endure over time.  Because they are the real basis of communication, it 
makes zero sense if SD-WAN implementations aren’t session-aware.  Those that are not 
will almost certainly have to evolve to support session awareness over time.  Session 
awareness should be coupled to name awareness, and linked to security/encryption and 
prioritization, and in advanced offerings to rerouting traffic.  

2. Explicit logical-name support.  We’ve talked about this requirement throughout this 
tutorial, but most of the focus is in the section on virtualization support.  Without the 
context of a “logical” name for users and resources, an SD-WAN implementation can’t 
facilitate mobility, redeployment, scalability, and the other attributes we see becoming 
critical requirements.  Capabilities in this area range from “none” to extensive 
hierarchical name management, and the more a vendor offers the more future-proof 
their solution will be.  

3. Application/Service awareness.  Effective handling of congestion, and even the control 
of access to resources protected by security and governance policies, demands knowing 
what “services” and “applications” are, not just the identity of specific components or 
users.  This can also be linked to logical name support, creating a more powerful model.  

4. SD-WAN-as-a-Service Model.  There are multiple related definitions to this feature set.  
First, SD-WAN should present a uniform “network-as-a-service” model, offering branch 
offices, data centers, and cloud computing elements the kind of network connection 
they expect, with all the connection services they expect.  Most users and applications 
expect to connect to an IP network as a member of a subnet, and to have DNS, DHCP, 
and perhaps things like firewall and encryption services available.  That must be true for 
SD-WAN too.  

5. Self-Federating.  SD-WAN, like most network technologies, is controlled by parameters 
and policies.  Since an SD-WAN VPN is a distributed system of nodes, it’s critical that the 
controlling policies and parameters be federated or shared among all the nodes to 
ensure consistent operation throughout.  

6. uCPE Support.  “Universal CPE” or uCPE is a concept evolving in the network operator 
equipment space to allow a generalized device on the premises to be loaded with 
“virtual functions” that add features like SD-WAN, firewall, etc. to a single device and 
maintain them in updated form over time.  This reduces the number of devices 
connected in series on the premises, which improves both performance and availability, 
and of course a single device is likely less expensive to buy and operate than multiple 
devices.  Since SD-WAN can be uCPE-hosted, and since some uCPE features should be 
integrated with SD-WAN in a specific way, a vendor with some detailed capabilities in 
this space is valuable.  

7. Extensive APIs for Integration.  SD-WAN will always be used in conjunction with other 
tools to manage the network, manage name/address translation, support deployment, 
redeployment and scaling of application components, control application access, assign 
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user roles, and integrate workflows across hybrid and multi-cloud configurations.  All of 
this will require interworking between SD-WAN tools and other network and IT tools.  

8. Effective management tools.  Whether you buy SD-WAN services from an MSP/CSP or 
by an SD-WAN product for self-installation and management, you’ll need to manage the 
SD-WAN VPN and the nodes, and to have visibility into the subnets that SD-WAN uses to 
connect users and applications/components.  Make sure that the management features 
provide you with both control of and monitoring of all the features that the SD-WAN 
offers, and that you can exercise private company control over any features that are 
related to your security and compliance planning.  If you buy a managed SD-WAN 
service, review the network operations center tools your provider uses, and the 
problem detection, correction, and escalation procedures offered.  Only contractual 
obligations, meaning an SLA, are meaningful!  

As we’ve noted before, SD-WAN features are provided by the actual SD-WAN vendor, so when an 
MSP/CSP is offering you SD-WAN services, you should always make sure you understand the underlying 
technology and feature set.  It’s possible that some MSP/CSP providers might elect to disable some 
features of the SD-WAN, or at least not offer or support them explicitly.  Make sure you know what 
features are available to you before you decide.  

  

The Future of SD-WAN  
  

Every technology space, whether network or IT, consumer or business, is faced with the inevitable 
dualistic pressure of differentiation versus commoditization.  Today, something valuable and simple in 
the world of networking is inevitably going to get implemented in open-source form.  SD-WAN features 
needed to support the “basic” or “extension” model of SD-WAN deployment could be hosted in a 
router, assembled in a couple of weeks from an open-source network software inventory, or created 
using a flow-programming technology like OpenFlow or P4.  What that means is that SD-WAN is 
inevitably going to be driven by an obsessive need for vendor differentiation.  That means that it’s 
inevitably going to become more and more advanced in terms of features, taking us toward that goal of 
logical networking and NaaS.  

NaaS is one of those terms that everyone seems to like but that doesn’t have a solid definition.  Early in 
2018, CIMI Corporation went to several dozen large enterprises, Tier One and Two network operators, 
and four managed-service or network reseller organizations to try to get an acceptable definition.  What 
came out of this was that “NaaS is a model of network service where connectivity is established where 
and when it’s needed.”  That was the starting point for our development of the “logical networking” 
theme, but as we’ve noted here, every SD-WAN vendor doesn’t have logical networking features, or 
even accept that as an SD-WAN goal.  

To complicate matters, logical networking may be a goal for some non-SD-WAN vendors.  SDN vendors 
are already extending their mission from the data center outward to the network at large.  Unlike the 
early, basic, SD-WAN models that were aimed at branch connection economies, data center SDN 
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extension focuses on applications.  If you extend an application network as a goal, where do you extend 
it other than to the user?  Everyone ends up in the same place, universal overlay connectivity.  

Fortunately for SD-WAN vendors, the SDN vendors who offer SD-WAN features have been very slow to 
embrace the concept of “logical networking” in any form.  This is likely because the early SDN players 
focused on multi-tenant management in the data center and have only recently started to offer broader 
connectivity options, including branch networking and the “basic” SD-WAN model, and extension to the 
cloud.  This expansion is probably due to competitive pressure in the SDN space, but because there are 
fewer overlay SDN players out there, market movement is likely to remain slow.  

SD-WAN has already faced pressure for feature expansion beyond the basic level, with the need for 
support for cloud connectivity.  As SD-WAN support for cloud applications expands into broader support 
for virtualization, as it must, SD-WAN and SDN may end up converging.  CIMI Corporation has called the 
ultimate destination of both SDN and SD-WAN “logical networking”.  What will the new model be called 
by the market, and what will the convergence mean to vendors?    

One possibility is that SD-WAN will be forever linked to the basic model, with its vendors doomed to 
commoditization and eventually death.  Another is that SD-WAN will break out of the limited model to 
create the premier piece of the “logical networking” or “NaaS” puzzle.  We’re in an age where any term 
that gets good ink is adopted to describe anything even remotely linked to the term’s original meaning.    

The name we give to “logical networking” in the future may be decided by how well the various options 
for SD-WAN sales play against each other.  Network operators and cloud providers dominate in the SDN 
world, and if they were to be the drivers of logical networking, then “SDN” probably wins as a name, and 
today’s SDN vendors have the double advantage of the linkage with operators and the ownership of the 
winning name.  MSPs and enterprises like the SD-WAN term better, and sales to either could move the 
SD-WAN space further, and faster, than operator sales of enhanced SDN.  

Historically, network operators have been slow movers in innovation.  Since SD-WAN is a competitor to 
MPLS VPNs, and likely to be even more competitive over time, many operators move to offer SD-WAN 
services only defensively and may not be interested in pressing for aggressive new SD-WAN benefits to 
speed up adoption of the new technology.  Enterprises and MSPs, eager to offer better services to 
businesses and more than happy to take advantage of lower-cost Internet connectivity, could end up 
pressing for more features from SD-WAN vendors.  

The marketing channel factor complicates the question of whether the evolution of SDN or SD-WAN will 
create “logical networking”.  Network operators, meaning the telcos and cable companies, are the 
fastest growing channel for SD-WAN sales, but their value proposition for SD-WAN is still primarily the 
MPLS-VPN-extension basic model.  Public cloud providers are said to be looking at an “SD-WAN-as-a-
Service” possibility.  The cloud players not only move faster, they’re more likely to be interested in 
logical networking and in promoting SD-WAN as a NaaS framework.  Today, though, the majority of 
SDWAN sales are made directly to enterprises or through an MSP.  

Open-source and white boxes create yet another dynamic.  The basic model of SD-WAN could be 
cobbled together in very little time from open-source components.  It could be programmed via the P4 
flow-definition language and run on white box switches too.  It could even be incorporated into routers 
or Level 3 switches.  All that in combination means that the SD-WAN vendors can’t safely hunker down 
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on the basic model.  They need to move up in features, and the logical-networking path is the likely way 
to advance.  

If there were no vendors who offered a clear pathway toward logical networking today, the concept 
might be little more than wishful thinking.  That’s not the case.  While the strategic positioning efforts of 
SD-WAN vendors are hardly remarkable, it is possible to see all the pieces of logical networking falling 
into place.  It will require some effort for prospective buyers to dig out the right details, but with 
persistence you can find an SD-WAN solution that will not only meet current branch/cloud requirements 
but also evolve into the logical networking position that CIMI Corporation believes is essential to get the 
best connectivity in our virtual world.  

 

Using this Tutorial to Assess Vendors or Services  
  

The goal of any technology selection, be it product or service, is to fulfill the requirements set by the 
business mission.  SD-WAN is no exception, and the goal of this tutorial has been to explain SD-WAN 
technology in the light of its application.  “Application” means not only what’s needed today, but what’s 
likely to be needed in the near term.  The SD-WAN space is perhaps the fast-evolving space in all of 
networking, and it’s evolving not because of what’s being offered but because of what’s needed.  

The challenge for you, if you’re a buyer, is that the basic model of SD-WAN will fulfill most missions 
today.  Add in basic cloud support and the total number of fulfilled missions rises even further.  All of 
this makes it seem that there are many different SD-WAN choices out there.  In terms of the name of 
the technology, that’s true.  In terms of the application of technology to present and future missions, it’s 
far less true.  

SD-WAN technology selection may also be submerged in the way you buy SD-WAN.  Most SD-WAN sales 
today are made through either managed service providers (MSPs) or communications service providers 
(CSPs).  This insulates users against the issues of managing the variety of ISP relationships that might be 
involved, and with support for services in remote, often international locations.  If you buy an SD-WAN 
from an MSP/CSP you don’t typically have a vendor choice at all.  

We’re not going to do a vendor assessment here.  The space is evolving too fast, and we can’t justify 
continually refreshing a free tutorial.  Anyone who wants to look at the current state of the SD-WAN 
market, and its vendors, should supplement this tutorial with the reading of our blog  
(http://blog.cimicorp.com).  However, this is a technology tutorial, and so it’s looking at the market as it 
is and as it will develop, and the same is true for features.  

That means that your mission, as a reader, is to align the features we’re citing here with the offerings 
you’re presented with.  There are a few simple steps involved, and you’ll note that we recommend you 
look first at the SD-WAN technology and then at the source.  You want to know the “best” solution even 
if you don’t buy direct, because there may be MSPs/CSPs that offer it, and because in some cases the 
advantages of one vendor’s technology may be enough to induce you to do a direct deal to get it.  

Step one in your review is to compare your SD-WAN mission to the “basic” model.  In its basic form, SD-
WAN will let you connect smaller branch sites, too small for carrier Ethernet and MPLS VPN connections, 
to your corporate VPN.  Most current SD-WAN deals focus on this, and most are shortsighted.  Do you 
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use the cloud at all?  Do you deploy applications into virtual machines or containers on premises?  If you 
do, you are already beyond the basic model, and you should not settle for vendors who support nothing 
else.  The need to go beyond the basics has been around for two years or more.  If your vendor hasn’t 
added cloud support, at the minimum, they’re out of touch with market reality.  

The basic SD-WAN support offered by vendors should allow you to extend a single MPLS VPN to remote 
locations using the Internet.  It should also allow you to back up MPLS connections with the Internet, to 
use multiple ISPs, to completely replace MPLS VPNs with SD-WAN, and to extend SD-WAN across 
multiple MPLS VPNs with or without Internet connectivity.  All these models can be depicted graphically, 
so get your prospective vendors to draw the pictures.  

The second step, then, is to evaluate the cloud support offered.  There are a lot of different cloud 
service elements, and a lot of different addressing models employed.  In many cases, enterprise 
applications will cede front-end application processing entirely to the cloud.  If that’s the case, you won’t 
need to worry too much about SD-WAN features in the cloud.  However, in nearly all cases there’s a 
critical point where work is handed off to traditional applications.  That hand-off point is where you will 
likely need to think about SD-WAN networking.  

Ideally, a collection of components inside the cloud will be allowed to continue to communicate using 
the cloud provider’s internal addressing.  Where you need to be able to intercept things with SD-WAN is 
where the cloud component must be visible to something inside the data center, on your corporate 
VPN, or where something in your data center or VPN is visible to the cloud.  That probably means that 
you’ll have a limited number, perhaps only one, cloud application IP address that will have to be joined 
to your VPN.  How do you do that?  Be sure that you’re not dragging traffic/workflows from the cloud 
provider’s own network, out to the Internet and perhaps even into your VPN, only to send them back.  
Cloud workflows need to stay in the cloud.  

Multi-cloud is important, especially for enterprises widespread enough to consider SD-WAN.  What 
works for one cloud should work for any number, so make sure that your SD-WAN product can support 
at least the three major public cloud providers (Amazon, Google, Microsoft).  It’s best if the SD-WAN 
vendor can supply an application note or demonstration that illustrates their approach, and as always 
ask them to draw diagrams.  

The third step is to consider virtualization in your own data center.  Data center virtualization using 
virtual machines (VMs) is common, and container-based virtualization is exploding.  Virtualization 
success depends on orchestration of the steps needed to deploy and connect application components, 
which includes a “virtual network” or “NaaS” requirement.  Popular tools for both VM and container 
orchestration include plugins that enable the integration of a NaaS, but there are other ways to provide 
that capability as well.  

Most users who make a mistake with SD-WAN will likely make it because they’ve not considered 
virtualization in their requirements.  Tunnel vision focused on branch connectivity is common today, but 
to advance the value of SD-WAN in any dimension will require the integration of data center and 
application connectivity as well.  Vendors who offer that in some form already have recognized the 
trends and taken steps to address them.  They’ll have an easier journey than the vendors still stuck in 
branch connectivity, and you’ll have an easier journey as a buyer if you pick a vendor with advanced 
virtualization support.  
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The next step is to have the vendor diagram the entire network.  Show every node, every transport 
network option, and clearly outline the boundaries of the SD-WAN VPN and any area of the corporate 
VPN where SD-WAN features will not be available.  Have them lay out a logical addressing scheme if 
they support it, not for everything in your network but perhaps for a single application and its users.  
You will need to understand the SD-WAN VPN as a NaaS, and without those pictures it will be difficult 
for you to visualize where you’re going.  

The final step is to consider your source, meaning where you’re getting the SD-WAN service/product.  If 
you’re dealing with the SD-WAN product vendor directly, you can work with them to answer your 
questions and make necessary assurances.  Information on future directions, features, etc. are more 
credible.  However, even today most SD-WAN is sold through either a managed service provider (MSP) 
or a communications service provider (CSP) because supporting all the possible ISPs and locations an 
SDWAN would cover can be challenging even for a large enterprise with a deep pool of technical 
resources.  

A large SD-WAN could easily involve hundreds of locations and dozens of different Internet providers.  
All of this could add up to a management nightmare, which is why SD-WAN is already most familiar as a 
managed service.  Even when you get your SD-WAN service from a CSP, you’ll likely be motivated by the 
desire to have a single point of contact to handle problem resolution, and even to help with problem 
determination.  Just don’t lose sight of the fact that MSPs/CSPs don’t typically own the SD-WAN product 
and depending on how long they’ve supported it and how well they’ve been trained, they may not be 
the best resource for details about the features and future enhancements.  

Some SD-WAN MSPs will offer a “cloud” solution, meaning that the provider acquires specific 
communications resources that then form a backbone SD-WAN transport network within the normal 
Internet mesh of ISPs.  This can provide features like alternate routing and better QoS control, but it also 
makes you reliant on the provider’s cloud, so try to get good information on the historical outages or 
problems experienced.  

Never do an SD-WAN deal without authoritative information on the actual technology, which in most 
cases will mean the identity of the vendor who provides the underlying SD-WAN nodes.  If you are 
dealing with a reseller or service provider, you must consider how much knowledge and leverage they’d 
have with the actual owner of the technology, the product, in assessing any representations that might 
be made of future changes or even current features.  It’s always important to get any critical 
feature/futures assumptions in writing, but especially so when you deal with a third party for your 
SDWAN.  

Don’t dismiss MSP/CSP channels, though.  As already noted, the main reasons to get SD-WAN from a 
third party is a lack of internal technical expertise, a desire to get a single source of management 
responsibility, and the ability to integrate SD-WAN services with something else, like cloud services, data 
center networking, etc.  Over time, service providers are likely to add another reason to the list, which is 
deeper integration between SD-WAN services and their network infrastructure.  Could SD-WAN, for 
example, signal the underlying network(s) that more capacity was needed, influence routing, etc.?  
Certainly, it could, but service providers aren’t likely to open their networks to third parties.  Get 
everything from the service provider and that problem is solved.  We think CSPs will be the dominant 
source of SD-WAN sales in the future.  
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Consider how committed your supplier is to SD-WAN as well.  Be sure that your SD-WAN source is 
providing you something that’s valuable to both of you and familiar to them.  Technical support depth 
can be a big factor here.  There are a lot of players out there who will promise integration or 
management but don’t really have any special skills in the areas involved.  It’s a challenge to pick 
someone to do something you don’t know how to do well on your own, but it’s essential that you take 
the time and do your very best.  

You’ll also see, throughout this tutorial, places where we suggest strongly that you examine the specific 
implementations of SD-WAN being offered to you.  Do that, and you’ll save yourself a lot of grief.  

    
Some Final Thoughts  
  

All technologies these days seem to suffer from either the sin of oversimplification or the sin of 
overcomplication.  SD-WAN is if anything a more extreme example of this polarized position.  Vendor 
data is sometimes so basic it’s hard to know if anything is being done, and we’ve seen sites that have 
obscured excellent technology in poor positioning and too much detail.  Users need to know something 
works at a mission level, before they care about how to work it.  

In this tutorial, we’ve tried to present SD-WAN as an abstract technology wave, a transformation in 
network thinking that will ultimately deliver the much-hoped-for notion of network virtualization or 
“network-as-a-service”, NaaS.  That’s what we believe it is, but like all technologies it’s a bit of the 
classical “grope the elephant” problem.  Vendors present features in almost the same way as a 
hypothetical wildlife reporter might say “if you want a snake…” or “if a tree is what you’re looking for…” 
with respect to our elephant behind the screen.  

You don’t come to terms with elephants by treating their individual pieces as nothing more than what 
they seem to be, independent of the whole.  You don’t come to terms with SD-WAN that way either.  
This is a new networking model, even today.  In the next five years it could well become the dominant 
model, and that means that if you’re looking at SD-WAN today you must be thinking about your needs 
five years down the line.  We’ve tried to present that future view here too.  

Some people are going to be disappointed that we’ve not compared all SD-WAN vendors (there are 
more than two dozen) against the model we’ve described here.  We’re not doing a buyers’ guide or 
vendor comparison here, we’re trying to do the buyer and the industry a service by looking at the 
SDWAN market as we believe it should be, a step on the evolution of networking to something bigger 
and better.  

Is the document valuable even without vendor specificity?  We think so, but ultimately that’s up to you, 
the prospective buyer.  It’s up to you how much effort you put into using this document to help assess 
SD-WAN vendors and models.  If you like what we’ve done, use it to get a detailed picture of what the 
various SD-WAN vendors offer, and make your choice based on what you need, both now and in the 
future.  Knowledge is power, and we hope to add to yours in both dimensions.  Thank you for your 
attention.  
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YOUR JOURNEY TO SMARTER NETWORKING STARTS HERE  
 

There’s no better time to build a smarter network.  In fact, your business depends on it.  

Whether you need to support video-intensive workloads, properly connect your mobile workforce, or 
run services and applications across diverse networks and within a hybrid cloud environment, you need a 
solution that can not only do it all, but also adapt to changes quickly without putting your business at risk 
of dangerous cyber threats and massive downtime costs. 

The platform built for today’s challenges – and opportunities.  
We make it easier to achieve your business goals, whether you want to: 

Accelerate your digital transformation – Deploy the advanced strategic capabilities you’ve always 
wanted. From SD-WAN, Virtual Edge, and NAAS, to a WAN/VPN refresh and more. With our session-
based routing designed to enable context-aware networks, you can quickly and efficiently transform 
your digital operations.  

Enable a multi-cloud fabric – Embrace hybrid and multi-cloud strategies, securely and cost-effectively. 
With the 128T Networking Platform, you can simplify deployment and create consistency across multi-
cloud environments.  

Boost network security – Protect your network with baked-in security that trusts no one. Our session-
powered, segmented approach makes it easier than ever to set and manage security policies – even in 
today’s increasingly complex, cloud-based IT environments.  

We’re changing the way networks work – for good.  
Our company was founded on the belief that your network exists to deliver the applications and services 
your business needs to win. What you don’t need: separate hardware appliances for firewalls and 
tunnels that just add complexity, cost, and compromise. Our session-based approach keeps things 
extraordinarily simple, while giving you the control and management capabilities necessary in a world 
where agility is key – and security is job one. We developed our revolutionary next-gen networking 
platform with these five basic principles in mind: 

1. IP networks should be session aware. Networks exist to deliver services and applications, the 
language of which is sessions. 

2. Advanced network capabilities should not be standalone functions. To be truly effective, 
firewalls, load balancers, and Wide Area Network (WAN) optimizers need to be baked into the 
routing layer itself. 

3. Routing must evolve to be application- and service-centric. The network should inherently 
understand applications and offer service topologies and policies that span network boundaries. 

4. Overlay networks are not the answer. Encapsulation or tunnel-based overlay networks such as 
MPLS, IPSec, and VxLAN not only create overhead, operational costs, and scaling challenges – 
they present major security risks.  

5. Zero Trust Security must be everywhere. IP routing is no exception. It’s that simple. 
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Say goodbye to yesterday’s networking technologies and say hello to the industry’s only routing 
technology that’s truly software defined.  

The 128 Technology Networking Platform was built from the ground up to provide an innovative, 
comprehensive networking solution that works for your business – not the other way around.  

How it works:  
Our platform comprises two primary components, the 128T Session Smart Router and the 128T 
Conductor. Together they form a single logical control plane that is highly distributed, and a data plane 
that is truly session aware. It’s all powered by cutting-edge Session Smart Technology that enables the 
network to speak the language of the services and applications your users need to succeed. We’ve put a 
lot of time and thought into creating a smarter architecture for today’s connected business, and the 
result is much simpler and smarter than anything you’ve seen before.  

What else can the 128T Networking Platform do? 
Orchestration and Automation 

• Consistently connect applications to users and apply performance and security metrics to them 
on a granular basis  

• Enjoy centralized and automated administration and management capabilities 
• Obtain highly intelligent analytics and visibility into service and application traffic 

Application-aware Routing 
• Optimize network usage and service delivery around business needs 
• Utilize dynamic multi-path routing and session steering 
• Deliver applications natively including dynamic load balancing and WAN optimization 

Zero Trust Security 
• Modernize network security with a deny-by-default architecture and encryption of all data in 

motion 
• Gain control of session directionality with fine-grained segmentation and improved firewall 

functions 
• Eliminate the risk of fragmentation and double encryption, minimizing latency, delays, and costs  

Fail Safe Service Delivery 
• Utilize intelligent path monitoring to keep traffic flowing in the face of network issues or outages 
• Maintain connectivity during planned and unplanned downtime using active-active router 

clustering, sub-second session-aware fast-failover, and dynamic session steering  
• Experience 100% network uptime with lossless delivery 

 

 

 

 

 

Imagine a future where your network is your strongest asset. The infrastructure powering the tools and applications that 
keep your employees connected, your customers happy, and your business running, should be as resilient as it is flexible. 
Yet for years, routed networks have been plagued with vulnerabilities, inefficiencies, and complexities that have forced 

organizations to adapt to their limitations. 

At 128 Technology, we’re here to change all that – evolving the network into a service-centric fabric that’s simpler, more 
agile, and more secure for both enterprises and service providers. 

Welcome to a new era of smarter networks. Welcome to a better-connected business. 
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Modernization of DISA Legacy APTNv2, it takes hardware to make it all 
work together. 
DISA has made a significant investment in its OSN/IP core networks, accompanied by a vision of 
converging all voice, data, image, and video communications over these next generation networks. And 
while there are applications running on them now, they are greatly underutilized. By necessity, there are 
still large TDM and ATM networks in place to support the legacy circuit traffic.  These circuits carry 
mission-critical communications that must not be subjected to poor quality or failure. This issue is 
paramount. Unfortunately, the current TDM/ATM network, installed in 1995 through 2003, has reached 
its projected end of life, in more ways than one: 

• The equipment has had an “end of life” announcement. 

• The original equipment is reaching the end of its useful life in that unexpected failures are 
going from possible to probable. 

• The backbone with ATM feeder circuits are very expensive. For example, some estimates 
show over 200 Promina node installations with annual support costs exceeding $300 million.  

• Bottle necks in the user interface are materializing because an ever-increasing percentage of 
applications are now IP-based. 

• Applications often require more than a single T1 worth of bandwidth for their effective use. 

 
Mandates are now in place to migrate these applications/circuits from the legacy TDM/ATM networks to 
the new OSN/IP core networks; unfortunately, they are mandates without a technology solution to 
implement them; one that ensures performance, while mitigating risk and ensuring quality of service.  

Adding confusion to this problem, and perhaps slowing down the emergence of a real solution, are two 
main challenges; one based on legitimate technical issues, and the other emanating from major industry 
players whose fortunes are dictated, one way or another, by the decisions DISA makes. Both are 
summarized as this: 

Network Equipment Vendor Influence 
The major players propose that all these non-compatible legacy applications can be swapped out for new 
all-IP versions. This simply is not practical because it would entail unrealistically large capital 
expenditures. But networking equipment vendors sell networking equipment. This isn’t their fault. That’s 
what they do so there is an inherent business conflict of interest for them to explore alternative and 
innovative solutions that would not make them and their shareholders whole. 

Legitimate Technical Issues 
The main technical migration obstacle is the lack of equivalent service quality and reliability, mainly 
because OSN/IP Networks are not designed to carry non-IP traffic well. IP networks “want” bursty, best 
effort traffic that can recover from and retransmit lost/mis-ordered packet delivery, something that real-
time services will not do. As such, network users have been reluctant to move to the new OSN/IP core 
networks. 
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Any solution to this problem must ensure “graceful” migration and high ongoing reliability. Moreover, 
since we must “fix the plane while we’re flying it,” any approach must be time-phased, allowing DISA to 
completely replace aging legacy technology and equipment over time and at its own pace. This pace will 
be dictated by mission, funding, the political landscape, the further introduction of new and disruptive 
technologies, and any other factors that will impact DISA’s decision-making process; some of which may 
not even be known at this time. Further on this point, many DISA managers have acknowledged that the 
legacy networks may be required to remain in service for at least ten, and maybe fifteen years. So where 
does this leave us? 

Solution Summary 
FAE Telecom, Inc and FAE Telecom’s teammates (Team FAE Telecom, Inc) offers a solution that will enable 
DISA to achieve its upgrade objectives to eventually retire its ATM and TDM facilities in a safe, orderly, 
time-phased manner; at its own pace, and while simultaneously offering significant CAPEX/OPEX cost 
savings. The answer is the Loop Box, a solution that has been running successfully at DoD locations for the 
past fifteen years; performing this very function in mission-critical environments. Attachment 1 to this 
document provides a technical overview of the Loop Product.  

Team FAE Telecom, Inc is uniquely qualified and positioned to plan and implement DISA’s network 
migration. We have over 15 years of experience in supporting and maintaining the Promina network. But 
more importantly, we are the technical  distributor and implementer for the Loop Technology to the DOD, 
a proven, turnkey solution we have worked with since its 
inception. 

Loop Technology – Battle-tested and Trusted 
The Loop Box, developed by Loop Telecom, facilitates the 
interface and transport of all needed real time services 
(ATM/TDM circuits) for guaranteed transport over an 
installed IP network. Moreover, it has been providing this 
capability in DoD mission-critical environments for fifteen 
years; even though you may have never heard of it. How 
is this possible?  

Loop has offered its products as a “white label” solution, 
to be branded by those companies (e.g., AT&T) that sold 
and implement it for their DoD customers. Loop’s sales 
strategy of selling through telcos was chosen because they 
were natural sellers into their chosen markets with 
established relationships; natural users of the product as a 
component of their solutions sets; and largely U.S. companies and/or with the proper facility security 
clearances to hold DoD contracts. 

We can provide detailed case studies of the Loop technology in action.  Loop technology is solid, vetted, 
in place, and doing its job flawlessly. In our case studies, we can identify key individuals who can be 
contacted to validate the technology, its application to their own DoD environment, and the successful 
results they have achieved, from both a technical and financial (CAPEX/OPEX) perspective.  

Loop Box Benefits 

• Real time services are packetized and placed 
into time-locked positions on the IP 
network, which are immune to router 
queuing and congestion 

• Packets arrive with zero packet loss, in the 
correct order, and with low latency 

• Circuits are delivered with guaranteed TDM 
performance over the most congested IP 
networks 

• Full range of low speed interfaces provide 
options to address any possible circuit or 
entire platform migration effort from the 
installed Promina base 
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Loop’s products carried different branded product names over time, but the solution was always Loop. We 
share this point, and can provide detailed information about Loop, only to reinforce the fact that, despite 
multiple brand names and vendors; in all cases, it was Loop technology and Loop products at work. 

Cost Savings for DISA 
The Loop Box will offer both CAPEX and OPEX cost savings. While the solution requires the purchase of 
Loop Boxes, it simultaneously eliminates the need for other equipment purchases (e.g. the MSPP and 
ATM switch functions). The largest equipment cost saving would be by limiting the need for the boxes 
that support both ATM and SONET rate interfaces.  

Telco leased circuits support Promina by carrying parallel circuits to many of the existing class one, two 
and three optical node locations. This will be another major area of cost saving, since their need will be 
reduced by the all IP based layer. Just reconfiguring these circuits alone could save up to $100 M per year 
in DISA O&M costs by removing these leased circuits from service. As all the Services are due to be end of 
life under Tariff and by contract by 2020, they are already on life support with no solution other than the 
one we offer.  

A network overview in broad detail of the APTN, using DOD applications.  
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We see every single technology in use, in the last 50 years of Telecommunications development, still in 
service somewhere in the world, by our Dept of Defense.  FAE 
Telecom, with its partners, provide support for Legacy 
Technology, our services are in demand for the US Army, US 
Air Force, Navy, and Marine Corp, in addition to work at DISA, 
the Command and Control agency, for the entire DOD 
network infrastructure.  

Attachment 1 – Loop-O9500 Product Technical Overview 
The Loop-O9500 SDH/SONET IMAP (Integrated Multi-Service 
Access Platform) is an economical STM-1/4 (OC-3/12) access 
multiplexer. It is designed to combine digital access interfaces, 
including TDM, IP, and voice interfaces into STM-1/4 (OC-3/12) 
optical lines for convenient transport and switching. 

The O9500 has capacity for 5 single slots and 4 mini plug-in slots. The O9500 supports up to 252 E1 or 336 
T1 in a STM-4/OC-12 ring, and a maximum of 36 E1 or 24 T1 in the tributary interfaces, which added 
together can reach 288 E1 or 360 T1 for non-blocking DS0 cross connect. 

This unit is a full cross-connect; one or more of the WAN ports can be used as a Drop & Insert function 
with fractional E1/T1 lines, which can be mixed into a full E1/T1 line. 

The O9500 provides two optical line signals at STM-1 (OC-3) or STM-4 (OC-12) with protection schemes 
including MSP (1+1) and SNCP protection in both ring and linear network topologies. STM 64 and OC192 
are in development.  

Redundancy is available in dual CPU controllers and power supply options, making the O9550 an excellent 
fit for critical applications. The chassis does not need or contain fan cooling, though an external fan tray is 
available. 

The O9500 supports local control and diagnostics by using by using a VT-100 terminal connected to the 
console port. The O9500 also supports Ethernet, Telnet, SSH and SNMP so that it can also be controlled 
and diagnosed from remote locations. An in-band management channel with GUI is available. LED 
indicators for all plug-in cards are also available. 

Plug in Cards 

• Quad FXSA Voice Card for Loop-O9500 – Allows voice frequency interfaces to be multiplexed as a 
64 kbps DS0 signal onto a digital network. QFXSA provides connections to four telephones and it 
also provides user programmable A-law or mu-law coding. Most popular signaling conventions are 
supported, including PLAR (Private Line Automatic Ring down). 

• QFXS/QFXO Voice Cards – A series of 2 different plug-in cards. Allows voice frequency interfaces 
to be multiplexed as a 64 kbps DS0 signal onto a digital network. QFXS provides connections to 
four telephones while the QFXO provides four voice connections to central office or PBX. Both 
QFXS/QFXO cards provide user selectable A-law or mu-law coding. Most popular signaling 
conventions are supported, including PLAR (private line automatic ring down). 

• Quad E&M Voice Card – Provides user selectable A-law or mu-law coding. Uses an external cable 
to support 4-RJ45 ports for connecting to PBX tie lines, carrier facilities, or 4-wire modems. Each 

Loop Telecom Company Overview 

• American founded and managed company, 
launched in Taiwan, 1991 

• Seasoned engineers, alumni from Alcatel, 
Verizon, British Telecom, Tellabs, AT&T 

• Tapped Taiwan’s’ significant engineering 
and production capabilities 

• IPO in 2001, now traded on TSEC 
• Expanded outreach – 88+ countries 
• Sales offices U.S., Taiwan, China, Belgium 
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RJ45 port has 8 pins supporting the following signaling and transmission pairs: E/M, SG/SB, T/R, 
and T1/R1. Each 2W/4W E&M card has 3 daughter cards to support multiple choices of types. A/B 
sides and 2-wire/4-wire are manufacturing options. LEDs provide channel setting and channel 
status indicators. 

 

Attachment 2 – Demonstrated Use Cases for the Loop Technology 
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